SQL Injection Labs |

Challenge 12

http://192.168.2.11/sqgli/adminl/ [Level: Advanced]

Login as admin to obtain the flag

Note: The application has a registration page but does not let you register as admin as that
user already exist.

Read about mysql truncation issue and that mysql ignores the trailing spaces when doing a
string comparison:

http://www.suspekt.org/2008/08/18/mysql-and-sql-column-truncation-vulnerabilities/

You need to register a user with name:

» admin<followed by lots of space which basically fills out the field length defined for
username field in database><followed by some characters>

> e.g. “admin foo

€« P 192.168.211/sqi/admin /register. php P
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you have registered sucessfully

go to login page

Now login with the username ‘admin’ and the password you set for the crafted username.
6 ﬁ 192.168.2.11/sqli/adminl/login_success.php
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Success!

click here to go back
well done, Flag 1s 11289
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